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Foster Youth Identity Theft:   
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What will we cover? 

• What is foster youth identity theft? 

 

• How to detect and prevent foster youth identity theft 

 

• How to use the Fair Credit Reporting Act to obtain, 

review, and correct credit reports 



What is foster youth identity theft? 

• The misuse of a foster youth’s personal information for financial gain or 

other fraudulent purpose: 

– To obtain a loan,  

– To obtain a credit card 

– To open a cell phone, utility, or other account 

– To receive government benefits or tax refunds 

– To receive medical treatment 

• Personal information includes: 

– Name and address 

– Date of birth 

– Social Security number 

– Birth Certificate 



Why are foster youth vulnerable to identity theft? 

• Foster children are particularly vulnerable as their information is 

circulated widely among various caretakers, schools, service providers 

 

• Biological parents or foster parents may use a child’s personal 

information out of necessity or lack of understanding of the long-term 

impact 

 

• Child have no prior credit history, making their information attractive to 

organized crime 

 

• Thieves believe they are safe because the crime often goes undetected 

for years 

 

 

 

 

 



What are the consequences of foster youth identity 

theft? 

 

 
• Potential financial problems:  accounts, loans, mortgages 

opened in the youth’s name; erroneous debts 

• Denial of credit and credit score problems:  difficulty getting 

student loans, car loans, apartment 

• Employment problems:  denial of employment 

• IRS problems:  unreported income 

• Medical identity problems: inaccurate medical history, denial of 

insurance 

• Potential civil and criminal problems: civil judgments obtained 

against the youth, false arrest warrants, false criminal record 

 



How to protect foster youth’s information? 

• Take stock of foster youths’ information in your files and 

computers 

• Minimize the collection of foster youths’ personal information 

• Do not routinely carry a copy of any child’s SSN or birth 

certificate 

• Keep documents locked (paper) and secure (online) 

• Shred documents before disposing of them 

• Limit access to foster youths’ information 

• Keep anti-virus software up-to-date 

• Use strong passwords 

• Plan for a security breach 



Why obtain a credit report for a foster youth? 

• No child should have a credit report because minors 

are unable to enter into contracts or credit 

transactions 

 

• If there is a credit report for a foster youth, most likely 

it is the result of identity theft or error 

 

• For a foster youth to have a clean credit history, it will 

be necessary to resolve any outstanding errors or 

fraudulent charges in any credit report. 



What is a credit report? 

• A report containing the credit history and other information of 

individuals collected by the “big three” credit reporting agencies 

(CRAs): 

– Equifax 

– Experian 

– TransUnion 

• The market, not the law, determines what information is collected by a 

CRA.  Consent is not required. 

• CRAs do not intentionally collect information about minors. 

• CRAs sell credit reports to those seeking to evaluate a person’s 

application for credit, insurance, employment, renting an apartment 



What information is in a credit report? 

• Identifying information:  name, address, SSN, date of birth, employment 

information 

• Credit accounts:  credit card accounts, mortgages, installment 

accounts; dates opened; credit limits; 

• Credit inquiries:  a list of lenders who have accessed a person’s credit 

report within the last two years. 

• Public records and collections:  bankruptcies, foreclosures, lawsuits, 

liens, judgments, overdue debts from collection agencies 

• Positive accounts and negative items:  payment history; late payments, 

debts charged-off or sent to collections.  Account numbers and 

addresses for creditors 



How does the FCRA help identity theft victims?  

The FCRA: 

• Enables all consumers to obtain a free copy of their credit report 

from each CRA annually 

• Provides for fraud alerts to prevent opening of new accounts 

• Requires notices of FCRA rights and identity theft notices 

• Enables victims to block erroneous information resulting form 

identity theft from appearing on credit reports 

• Enables identity theft victims to obtain additional copies of credit 

reports so they can monitor activities 

• Provides access to underlying documents to identity theft 

victims 

 

 



How to request a credit report for adults? 

• FCRA permits each individual or guardian to obtain one free credit 

report from each CRA annually  

 

• Details are set out in the Free Annual File Disclosures Rule 

   

• Individuals can request a credit report online, by phone, through the 

mail: 

– Online:  www.annualcreditreport.com 

– Phone:  1-877-322-8228  

– Mail:      Download form at www.annualcreditreport.com and mail 

to:          Annual Credit Report Request Service 

           P.O. Box 105281 

           Atlanta, GA 30348-5281  
 

http://www.annualcreditreport.com/
http://www.annualcreditreport.com/


What if there is a credit report? 

• Contact the CRAs.  

– Explain that the “debtor” is a minor, foster youth, who cannot legally 

under contracts or credit transactions 

– Ask for the removal of all accounts, applications, inquiries, and 

collection notices associated with the child name and personal 

information (e.g., SSN). 

• Place an initial fraud alert. 

• Consider a credit freeze. 

• Call every company where an account was fraudulently opened in the 

foster youth’s name. 

• File a complaint with the FTC; obtain a police report. 

• Review credit reports going forward 

 

 



What is a fraud alert? 

• Fraud alert:  prevents new accounts from being opened in victim’s name.  Helps 

only if creditor uses credit reports.   

• Initial alert:  90-days, renewable, free, and entitles victim to one free credit report.   

• Need only call one of the three credit reporting agencies: 

– Equifax:    800-525-6285 

– Experian:   888-397-3742 

– TransUnion:   800-680-7289 

• Must provide personal information to match file 

• Extended alert:  7-years, free, must have ID Theft Report, two free credit reports 

• Credit freeze:   

– Available under state law 

– Fees, which vary from state to state.  

– Prohibits CRAs from releasing credit reports without consumer’s 

authorization 



Fraud Alert vs. Credit Freeze? 

• One call 

• Free 

• Creditors must take “reasonable 

steps” to verify identity 

• 90 days 

• Extended to 7 years 

 

• Write each CRA 

• No one can apply for new credit 

– must thaw the report 

• Effective until thawed 

• Possible fee if no police report 

• Fees to lift freeze 

 

 

Fraud Alert  Credit Freeze 



How to contact creditors?  

• Send written dispute letters to fraud department (or billing 

department). 

 

• Note that the “debtor” is a minor, and proof (birth certificate). 

 

• Close the accounts that have been fraudulently opened. 

 

• Request a confirmation letter. 

 



How to report the crime? 

• File a complaint with the FTC at www.ftc.gov/idtheft.  Print and 

sign “Identity Theft Affidavit” 

• Report to local law enforcement and obtain a police report.   

• Obtain an “Identity Theft Report” (Identity Theft Affidavit or 

similar detailed information plus police report) 

• Maintain a victim’s recovery log 

• An Identity Theft Report is necessary to take full advantage of 

FCRA remedies, if needed. 

– An Identity Theft Report will help in resolving non-financial identity theft 

matters (e.g., medical, tax, employment issues). 

– An Identity Theft Report will enable the foster youth to obtain additional free 

copies of credit reports for monitoring. 

 

 



Blocking:  An Additional FCRA Remedy  

For Identity Theft 

• FCRA § 609(e) 

• Right to permanently suppress identity theft-related information from 

appearing in credit report.  

– New accounts 

– Inquiries 

– Inaccurate personal information 

• CRAs must remove information with four business days after accepting 

Identity Theft Report 

• CRAs must notify furnishers of information that it is result of identity 

theft  

• Noting that the “debtor” is a minor and a foster youth should be 

sufficient to remove erroneous charges without resort to blocking 

 

 



How to Dispute Simple Errors in a Credit Report? 

• A credit report may contain errors, as opposed to 

identity theft, such as transposed letters in a name; 

transposed numbers in a SSN 

• FCRA § 611:  CRAs Dispute Obligations 

– CRA must send dispute to creditor 

– Creditor must investigate dispute and report back 

– CRA must notify consumer of results 

– If no changes to credit report, consumer has a right to file a 

dispute statement 

– Must be completed generally in 30 days 

 



What additional resources are available? 

• Fair Credit Reporting Act, 15 U.S.C. 1681 

• Free Annual File Disclosures Rule, 16 C.F.R. Part 

610 

• FTC Pro Bono Guide:  www.ftc.gov/probono 

• www.annualcreditreport.com 

• www.ftc.gov/idtheft 

• www.ovc.ncjrs.gov/findvictimservices 

• www.identitytheftnetwork.org 

 

 

http://www.ftc.gov/probono
http://www.annualcreditreport.com/
http://www.ftc.gov/idtheft
http://www.ovc.ncjrs.gov/findvictimservices
http://www.identitytheftnetwork.org/
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stoporoff@ftc.gov 

(202) 326-3135 

mailto:stoporoff@ftc.gov
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Identify consumer problems 
in the privacy area, and  
encourage organizations to 
develop fair information 
practices 

Our Mission 
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What We Do 
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Education 
Business Resources 

Help Information 



Clearing Credit Records of 
Foster Children 

California’s Pilot Project 
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The California Law 
California Welfare & Institutions Code § 10618.6:  

• Requires county welfare departments to 
request credit reports, pursuant to the free 
annual disclosure provision of the FCRA, on 
behalf of children in foster care at the age of 
16 to determine whether any identity theft has 
occurred. 

• Requires county departments to refer youth to 
an approved “counseling organization” that 
provides services to identity theft victims. 

 

Enacted 2006, implementation delayed 
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The Problem 
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The Pilot Project 
• Project Goal: Test procedures for implementation of 

law. 

• Objective: Clear credit records of erroneous & 

fraudulent data that could create problems for 

foster children on emancipation. 
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Project Participants 
• L.A. County Department of Children & Family 

Services 

o Submitted request to CRAs 

• L.A. County Department of Consumer Affairs 

o Remediation of records found  

• California Office of Privacy Protection 

o Remediation of records found 

o Management of project 

• Experian, Equifax, TransUnion (CRAs) 

o Test electronic data transmission process  
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Key Findings 
A Better Start: Clearing Up Credit Records for  

California Foster Children 
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Ordering the Reports 
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DCFS 
submits 
digital 

spreadsheet 
to CRA 

CRA 
searches for 

records 

CRA returns 
digital 

records to 
remediation 

agencies 
(COPP& 

DCA 

CRA returns 
status 

(record 
found/not 
found)  to 

DCFS 

One CRA at a time… 

Electronic transmission via SFTP 



Credit Records 
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No Records 

Found – 2,006 

95% 

Credit Reports 

Found – 104  

5% 

Total identities submitted – 2,110 



Credit Accounts 
• Total accounts on reports – 247  

• Average number of accounts/child – 2.4 

• Accounts in collection – 182 (74%) 

• Average age of child at acct opening – 14 

• Average account balance amount – $1,811 

o Median $322 
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Accounts per Child 
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Types of Accounts 

36 

Apartment 

Rental 2 

Cable Service 

43 

Education 

Loan 5 

Financial 38 

Government 8 

Major Loans 4 
Medical 52 

Telephone 52 

Utilities 30 

Other 14 



Remediation Process 
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Contact 
influentials 

Send letters 
to creditors 
& collectors 

Make follow-
up calls 

Confirm 
clearance 
with CRA 

One CRA at a time… 



Remediation Results 
• All negative accounts were 

“cleared.” 
 

• Standard of proof different for 

children. 
• Adults: Account is result of fraud, requires police report 

of ID theft. 

• Children: Account is ascribed to a minor child, requires 

proof of minority status. 
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Identity Theft? 
• We don’t know how many of 247 accounts resulted 

from ID theft. 

• 71 (29%) confirmed as errors 

o Note: Erroneous records as much of a problem as fraud. 

• 6 accts legitimate, in good standing– not removed. 
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Remediation Workload  
• One-Time Tasks - 153 person-hours 

o Planning, meetings with CRAs & others 

o Drafting form letters  

o Data analysis for report 

 

• Ongoing Tasks – 257 hours (1 hour/account) 

o Research on creditors/collectors 

o Correspondence, communications 
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Estimating  
Remediation Workload 
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100 IDs  

100 children’s IDs  
Submitted to CRAs 

2.4 accounts per child =  
12 accounts 

5 children’s credit 
reports found 

1 hour per account to clear 
records = 12 person-hours 



Next Steps 
Interim Procedures Pending New Automated Options 
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Our Next Steps 
• How-To Kit for County Foster Care Agencies 

o Instructions on batch ordering reports (via letter + court 

order) 

o Instructions on remediation  

o Sample letters  

 

• Our Help in Remediation 

o CA counties can get telephone assistance from Office of 
Privacy Protection on working with CRAs, creditors, and 

collectors 
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Educational 
Materials for 

Teens 

• Fact sheet on ID theft 

prevention and response 

 

• PowerPoint with speaker 

notes for ILP & other 

educational use 
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Our Resources 
On Identity Theft Web Page: 

• “A Better Start: Clearing Up 

Credit Records for California 

Foster Children,” Report on 

pilot study 

• “If you are me, then who 

am I?” Teen ID theft fact 

sheet & training 

presentation 

• How-To Kit for California 

Counties (coming soon) 
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www.privacy.ca.gov 

866.785.9663 



Youth Identity Theft and 

Credit Preservation 

Alishea Hawkins, M.A. 
Assistant Deputy Director for Services and Outcomes 

Indiana Department of Child Services 

 



Indiana’s IL Program 

• Began addressing youth credit 

preservation and identity theft in 

2005 

• Not a statutory requirement, but 

part of IL service standards  

• Required IL providers to assist 

youth in accessing credit report at 

age 17 and resolving any 

discrepancies 

 



Where We’re Going 

• Streamline the process  

– Submission of large (encrypted) data 

files to CRA’s 

• TransUnion is the only CRA able to 

currently facilitate this process (since 

2006) 

• Distribute the results 

– Projected amount of reports with 

discrepancies <5% 

• Likely much less  

 
 



The “All Clear” 

• When a youth’s report contains no 

information  

– Family Case Manager will be notified 

– Youth will be provided with a 

document confirming the results 

– Information will be added to case file 

– IL provider will continue to provide 

financial education on the importance 

of identity theft protection and credit 

preservation 

 



If a Discrepancy is Found 

• Family Case Manager will be 

notified 

• IL Provider will assist the youth in 

gathering documentation to dispute 

– Birth Certificate, Court Documents 

• IL Provider and Youth will initiate 

dispute through CRA and directly 

with the creditor 

• Monthly Follow Up 



A Complicated Question 

• What role will DCS play when we 

know who is responsible for 

intentional acts of identity theft? 

 



Youth Identity Theft  

and Credit Preservation 

Thanks for you time and attention! 

Alishea.Hawkins@dcs.in.gov 
 

mailto:Alishea.Hawkins@dcs.in.gov

